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Goal

● 给在 igor 上托管的项目提供受限的环境
– 防止用户代码的越权行为

● reboot
● 修改其他用户的代码
● 访问到内部接口



 

 

Goal

● 给在 igor 上托管的项目提供受限的环境
– 提供可用的服务

● Mysql/memcache/session/fetchURL..
● 通行证接口 ,pay 接口 ...
● Igor 本身的接口 ?

– 用户代码只需要饭来伸手即可



 

 

Goal



 

 

Goal

● 给在 igor 上托管的项目提供受限的环境
– 限制资源的使用

● cpu
● memory
● io
● fd
● ...



 

 

Goal

● 给在 igor 上托管的项目提供受限的环境
– Lightweight ( 数十上百 ?)
– Easy to deploy
– Low performance penalty
– Maintainable



 

 

Goal

● 给在 igor 上托管的项目提供受限的环境
– Pure python guest code
– Single thread
– Embed in a standalone server



 

 

A survey of 
possible solutions

● Google app engine
http://code.google.com/appengine/

– Virtualization can implement sandbox
– Sandbox != virtualization

● Heroku                               
http://www.heroku.com/

http://code.google.com/appengine/
http://www.heroku.com/


 

 

A survey of 
possible solutions



 

 

A survey of 
possible solutions

● Full/para virtualization/emulation
– Vmware
– Xen
– Qemu



 

 

A survey of 
possible solutions

● Full/para virtualization/emulation
– Pros

● Stable enough
● Should be easy enough to deploy

– Cons
● Heavyweight
● High overhead



 

 

A survey of 
possible solutions

● Container virtualization (os-level virtualization)
– Chroot?
– Linux-vserver
– Openvz
– Lxc 



 

 

A survey of 
possible solutions

● Container virtualization (os-level virtualization)
– Pros

● Low overhead
● lightweight(lxc)

– Cons
● May need patch to kernel
● May need higher kernel version(it is 

really not a problem)
● Coarse-grained?



 

 

A survey of 
possible solutions

● System call virtualization
– Intercepting syscalls and emulate a 'view' 

for the process
● Ptrace
● Binary translation
● LD_PRELOAD
● Modified glibc



 

 

A survey of 
possible solutions

● System call virtualization
– Plash
– Google's seccomp-sandbox
– Libdetox
– secomp-nurse



 

 

A survey of 
possible solutions

● FastBT(libdetox)



 

 

A survey of 
possible solutions

● FastBT(libdetox)
– Pros

● Lightweight
● Easy to use and understand

– Cons
● High overhead
● Too thin



 

 

A survey of 
possible solutions

● purelibc



 

 

A survey of 
possible solutions

● purelibc
– Pros

● Very low overhead
● Lightweight

– Cons
● Not all syscalls are covered by 

purelibc
● Not very secure



 

 

A survey of 
possible solutions

● Seccomp-nurse



 

 

A survey of 
possible solutions

● Seccomp-nurse
– Pros

● ...
– Cons

● Slow
● Too complex



 

 

A survey of 
possible solutions

● Python language level sandbox
– Rexec (deprecated)
– Object-capability

● Ref cannot be forged
● Immutable shared state
● Private namespace

– Object-capabilities’ security based on the 
controlling of references to objects



 

 

A survey of 
possible solutions

● Pypy
– Pros

● No os support needed
● Faster than cpython

– Cons
● Two processes
● Long time to compile
● No libpypy.so ?
● C extension for cpython



 

 

A survey of 
possible solutions

● RestirctedPython
– Binary translation in python



 

 

A survey of 
possible solutions

● RestirctedPython
– Pros

● Very easy to use
● Normal cpython
● Fine grained control

– Cons
● High overhead



 

 

Current solution

● Patch python c source
● Two modes: normal vs jail
● Python 2.5.2: as in GAE
● Mysql/session server/memcache/urllib currently



 

 

Current solution



 

 

Current solution

● Sys.enter_jail: enter jail mode
● Fixmods: a chance to change c modules' content
● _gateway: opaque token
● PY_JAIL_CFUNCTION: macro to deny a 

PyCFunction in jail mode



 

 

Current solution
● In jail, you can't:

– Write files
– Read dso (binary files)
– Signal module → only handle keyboard 

interrupt
– Posix module → only a few functions are 

allowed
– _socket → can create a socket object by 

gateway uri
– …...
– Ref: [Python252_patch_detal] and 

[Third_party_modules_patch] on wiki



 

 

Current solution
● Chroot env:

– Virtual env
– Partialfs

● Embedded server



 

 

Current solution

● Pros
– Low overhead
– Mostly a normal cpython
– Fine grained control

● Cons
– High maintain cost
– Not proven



 

 

Others' solution

● ItownSDK
● GAE



 

 

Better solution

● Modified python + linux container ?
– Resource isolated by container:

● Cpu/mem/eth/io/freezer...
– Finer grain control by modified python

● Don't interference with the server
● Information hidden: mysql's 

user/passwd or private key, etc.
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intercepting syscalls:
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