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Abstract

Google released Android on November 5, 2007 [31] as a platform for mobile phones.
Programmers can write applications for Android in Java. These programs are run with
Dalvik — a virtual machine that Google created. In 2010, Oracle America Inc. filed
a lawsuit against Google [35], claiming that Dalvik infringed on Oracle’s intellectual
property. This raises the question: is Google’s use of the Dalvik virtual machine in
Android ethical? Dalvik is ethical because it uses industry standards, follows licensing
restrictions, and contributes to the public good, in accordance with the ACM Soft-
ware Engineering Code of Ethics and Professional Practice [5].

(It should be noted that the author of this paper is employed by Google at time of
writing.)
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1 Introduction

Mobile phones are becoming an increasingly
important aspect of our lives. When cell
phones were first introduced, they could only
make calls. Now phones can check email,
take pictures, give you directions, and even
play videos. This complexity came incre-
mentally, but the turning point was with the
introduction of programs written by third-
party developers.

User programs are certainly not a new
concept. Desktop operating systems like
Mac OS X and Windows have been running
user programs since their inception. How-
ever, cell phones traditionally only ran soft-
ware written by the phone manufacturer.
There was no need for external programs. A
phone was only designed to make calls; mo-
bile development was a niche market. Every
phone had a slightly different programming
environment, and there wasn’t an easy way
for users to install new applications.

The new trend is toward complex oper-
ating systems used on a range of phone mod-
els. Apple’s i0S platform is the more visible
player in the market, but in 2011, Google’s
Android platform overtook both iOS and
Blackberry with 29% of the market share
[26]. While 108 is limited to a select number
of devices created only by Apple, Android is
installed on phones from a variety of man-
ufacturers and carriers. Google manages an
online marketplace for users to install appli-
cations written by third-party developers.

In order for a developer to write a pro-
gram for an operating system, a developer
must obtain a software development kit
from the company that made the operating
system. A software development kit includes
tools for the programmer to create his or her

application and documentation to help the
programmer learn how to make programs for
that specific environment. There is usually
a programming language that the software
development kit encourages (or mandates)
programmers to use. For example, i0OS uses
Objective-C and Android uses Java. These
tools are essential. Without a software de-
velopment kit, it is difficult for a third-party
developer to create innovative software.

2 Facts

In late 2007, Google (along with a hand-
ful of other companies) announced the
Open Handset Alliance [31] and Android,
the operating system they wished to pro-
mote. The Android operating system is built
entirely from open source projects. Any-
body can legally obtain a copy of the orig-
inal source code from the Android project.
Most of the projects Android uses are re-
leased under the Apache License 2.0, with
the exception of the Linux kernel (which is
released under the GNU General Public
License). Google provides a software devel-
opment kit that allows developers to write
applications for Android in the Java pro-
gramming language. [§]

Java is a programming language created
by James Gosling that was originally main-
tained by Sun Microsystems. In 2006, Sun
announced Java’s release under the open
source GNU General Public License. [37]
On August 20, 2009, the U.S. Justice De-
partment approved Oracle’s deal to acquire
Sun Microsystems and its intellectual prop-
erty, including Java. [42]

Many programming languages are con-
verted from text directly into instructions



that the CPU understands. Java does not
get converted directly to CPU instructions
— in order to run Java code, one must use a
virtual machine. [25, Chapter 1] A virtual
machine is a program written for a particu-
lar CPU that runs bytecode instructions
that the CPU doesn’t natively understand.
A virtual machine guarantees that the same
program will run on any CPU without mod-
ification. Once a virtual machine has been
written for a particular CPU architecture,
the CPU can execute programs written for
the virtual machine.

The Java compiler produces a docu-
mented, well-defined set of standard byte-
codes, known as the JavaVM specifica-
tion. [25, Chapter 4] There are many differ-
ent implementations of the JavaVM specifi-
cation: HotSpot (Sun/Oracle’s de facto im-
plementation) [36], Apache Harmony [10],
and Red Hat’s IcedTea [22], to name a few.

The developers of Android created a new
virtual machine — Dalvik. Dalvik executes
bytecodes in a format that is different from
JavaVM in order to fulfill the performance
requirements on mobile phones. [7] [19] The
Android software development kit includes
a program, dx, that converts Java byte-
codes produced by Oracle’s Java compiler
into Dalvik bytecodes. [8] In order to pro-
vide compatibility with the Java libraries,
Dalvik includes portions of the Apache Har-
mony library. [10] [6] Apache Harmony and
Dalvik are released under the Apache Li-
cense 2.0 [12], which Ryan Paul, a writer for
the technology news website, Ars Technica,
claims is “preferred by many companies be-
cause such licenses make it possible to use
open source software code without having to
turn proprietary enhancements back over to
the open source software community” [39].

On August 12, 2010, Oracle filed a law-
suit against Google, claiming that Dalvik in-
fringed upon their intellectual property. [35,
Count VIII]

3 Research Question

Is Google’s use of the Dalvik virtual machine
in Android ethical?

If Google is unethical, then their part-
ners in the Open Handset Alliance are also
unethical. The Android platform is used
on a wide variety of phones currently on
the market distributed by various compa-
This includes Motorola, LG, Sam-
sung, and HTC, among many others; all
these companies would be using unethically
obtained software. This would be disas-
trous for many companies and would harm
the public. This question also has implica-
tions beyond Android. If Google is unethi-
cal in using Dalvik, other creators of virtual
machines could be just as unethical. This
would include Red Hat and the Apache Soft-
ware Foundation — two high-profile open
source organizations.

nies.

4 Extant Arguments

4.1 Oracle’s Claim

Oracle’s claim is that “as a direct and prox-
imate result of Google’s direct and indirect
willful copyright infringement, Oracle Amer-
ica has suffered, and will continue to suf-
fer, monetary loss to its business, reputa-
tion, and goodwill.” [35, p. 9 line 11] Oracle
also claims Google infringed on seven of their
patents pertaining to the Java programming
language.



The first claim being made is that Google
is infringing on Oracle’s copyright. This is il-
legal under United States copyright law, and
would therefore be unethical. The second
claim is that by infringing, Google is harm-
ing the public by causing losses to Oracle’s
employees and investors. Either of these ac-
tions could be unethical.

Oracle also presented source code files
from Android as proof that Google was
aware of the infringement. The lawsuit con-
tains a side-by-side comparison of Oracle’s
source code to Google’s source code. [34] If
any portion of Oracle’s software is copied, it
would be unauthorized duplication, which is
illegal and unethical.

4.2 Groklaw’s Response

When the lawsuit was announced, Groklaw
posted an analysis of the lawsuit. Groklaw
is a website run by Pamela Jones, an open
source advocate who previously worked as a
paralegal. [24] Jones responded to Oracle’s
lawsuit, saying: [23]

I expect Google would say
Dalvik was an alternative to
Java, not a version of it. If in-
deed none of the Sun employ-
ees that ended up at Google
worked on this, and it’s built
from the ground up without any
Sun technology or [Intellectual
Property], on what basis can
Oracle prevail? Perhaps Ora-
cle figures no room at Google
is clean enough. And of course
clean room means nothing when
it comes to patents.

Jones’s argument is that if Google has
not used any of Oracle’s software to build
Dalvik, then there’s no violation of intellec-
tual property, and thus no unethical behav-
ior (other than possible patent violations).

4.3 The Copied Code Debate
4.3.1 Florian Mueller’s Discovery

In January 2011, Engadget (a popular tech-
nology news website), posted an article indi-
cating that Google may be copying portions
of Oracle’s code in the Android source code
repository. [38] Florian Mueller, the au-
thor of the blog “FOSS Patents”, originally
discovered the similarities in the files. [29]
These observers claim that Google is uneth-
ical because Google directly copied source
code from Oracle.

4.3.2 Ars Technica’s Defense

Ars Technica (another technology news web-
site) published an article soon after Engad-
get’s article, claiming that SONiVOX, an-
other member of the Open Handset Alliance,
was responsible for adding the copied files,
not Google. [40] The article made the case
that because Google was not aware of the
code’s presence and they swiftly removed the
offending code, they were still acting ethi-
cally.

4.3.3 ZDNet’s Defense

Another argument (originally made by Ed
Burnette and published on the technology
news website ZDNet) is that the files are
not shipped with Dalvik — they are only
used as part of Dalvik’s unit tests. [16] Be-
cause these files are not part of Dalvik itself,



Google is not using illegally obtained code
to create Dalvik.

4.4 Summary of Arguments

The main criticism of Dalvik is its use of
Java. Because Java is Oracle’s product, it
infringes on their intellectual property and
should not be used. Critics claim that
Dalvik copies code from Oracle and is us-
ing it unlawfully and unethically. Therefore,
Google is harming Oracle and its sharehold-
ers by engaging in unfair business practices,
effectively using Oracle’s products against
Oracle.

Supporters of Dalvik claim that Dalvik
is an alternative and fulfills the same pur-
pose as Oracle’s HotSpot virtual machine,
but does not use any of the HotSpot’s soft-
ware. SONiVOX’s code duplication was un-
ethical, but Google was not aware of its use
and removed it immediately upon discovery.
The files used were only unit tests and not
shipped as part of Android.

5 Analysis

5.1 Criteria for Analysis

Asking whether Google is ethical is not the
same as asking whether Google infringed on
Oracle’s intellectual property, although it is
relevant in answering the former. If Google
did infringe, then they would be breaking
the law, which is unethical. However, there
might be other conditions that Google must
meet in order for their use of Dalvik to be
ethical.

To determine this criteria and ultimately
whether Google is ethical, it is impor-
tant to provide an objective set of stan-

dards that are well-accepted for the ba-
sis of this analysis. At first glance, us-
ing Google’s Code of Conduct [21] seems
like a reasonable choice, and many parts
of Google’s Code of Conduct are applica-
ble to this issue. However, this analy-
sis will use the ACM Software Engineering
Code of Ethics and Professional Practice [5].
The Association for Computing Machinery
(or ACM) is “the world’s largest educational
and scientific computing society” [4]. Their
Code of Ethics is not affiliated with a single
company, is well accepted, and includes more
restrictions than Google’s Code of Conduct
does.

Google is primarily a software company
consisting of software engineers. The ACM
Software Engineering Code of Ethics and
Professional Practice “prescribes [the Code]
as obligations of anyone claiming to be or
aspiring to be a software engineer.” [5] By
this measure, Google would be unethical in
using Dalvik if it violates the ACM Software
Engineering Code of Ethics and Professional
Practice or if there is a higher principle that
it conflicts with.

5.2 The Use of Java

The Android software development kit pro-
vides a environment for developing Android
applications using the Java programming
language. [8] In light of the lawsuit, using
another company’s programming language
seems unethical because it violates section
2.02 of the Software Engineering Code of
Ethics (“Not knowingly use software that is
obtained or retained either illegally or un-
ethically” [5, §2.02]). Furthermore, using
Java seems like a particularly unethical move
when Google could have easily avoided the



issue by picking another language for the
Android software development kit. The li-
censing issues regarding Java are addressed
later in section 5.3 “Licensing”, but first,
why did Google pick Java?

Java refers to a few different concepts, so
it is important to remember that there are
two components that Java encompasses: the
compiler and the virtual machine. Oracle
created both a compiler and a virtual ma-
chine. The compiler takes the source code
the programmer writes and converts it into
bytecodes, which is then run by the virtual
machine. [25, Chapter 1]

The Software Engineering Code of Ethics
presents an obligation to “work to follow
professional standards, when available, that
are most appropriate for the task at hand,
departing from these only when ethically or
technically justified.” [5, §3.06] Java is a ma-
ture programming language and was ranked
the most popular programming language in
2006 [2, Long term trends], the year before
Android was released. Many introductory
university computer science courses (includ-
ing Cal Poly’s [17, Textbooks]) teach the
Java programming language. The Java pro-
gramming language is a standard because of
how widely it is used. Using Java reduces
the amount of work for a programmer — an
Android programmer does not have to learn
a new language. As long as there isn’t an
ethical or technical conflict, using Java (the
professional standard) would be the appro-
priate action according to the Software FEn-
gineering Code of Ethics.

5.2.1 The dx Program

In an ordinary Java project, a developer uses
a compiler to convert his or her Java source

code files into JavaVM bytecodes. Those
bytecodes can be run directly by a Java vir-
tual machine. An Android application re-
quires an extra step: running the dx pro-
gram. dx, a part of the Android software
development kit, is a program that con-
verts Java bytecodes to Dalvik bytecodes
(the Dalvik executable format, dex). Dalvik
doesn’t use JavaVM bytecodes at all; the ar-
chitecture is fundamentally different. [25] [7]
19)

Because Dalvik uses dex, Java bytecodes
are an intermediary, not the final prod-
uct. Programs could be written that con-
vert other programming languages to the
Dalvik executable format (and projects al-
ready exist to do this [30]). This means
that Dalvik exists completely independently
of Java. Dalvik is a generic virtual machine.

Dalvik, then, must be categorized dif-
ferently than how Oracle is portraying it.
Dalvik is not an implementation of Java, it is
an alternative, just as Pamela Jones argued.
[23] Oracle’s HotSpot and Google’s Dalvik
solve the same problem, but they solve it in
different ways. Copying someone else’s im-
plementation is certainly intellectual prop-
erty infringement, but making a different
program that accomplishes the same task is
ethical. For instance, no one is arguing that
Google Docs is violating Oracle’s OpenOf-
fice intellectual property, even though they
share many of the same features. A product
that solves a problem differently is a differ-
ent product. Thus, Dalvik does not infringe
upon Oracle’s patents. Dalvik can have a
purpose that is similar to Oracle’s virtual
machine and still be ethical.



5.2.2 Damages to Oracle

Oracle’s lawsuit claims that Google is harm-
ing the public (specifically Oracle) by break-
ing intellectual property law to detract from
Oracle’s profits. [35, Count VIII] Oracle
publishes a specification for a similar envi-
ronment, Java Micro Edition. [33] However,
there are no well-known phones that imple-
ment Java Micro Edition. Before Android’s
announcement in 2007, the usage of Java was
declining, but 2008 showed a sharp increase
in interest. [3] Android may not be directly
related to this increase, but with an influx
of developers, it would follow that develop-
ers will be looking for documentation and
resources related to Java. These developers
may continue to use Java for other software
projects to minimize confusion. At the very
least, there is no significant decrease in the
use of Java. As of May 2011, Java is still the
most widely used programming language. [3]
The Java compiler is already freely dis-
tributed under the GNU General Public Li-
cense. [32] Oracle makes their money in ser-
vices relating to Java, not Java itself. The
lack of phones supporting Java Micro Edi-
tion suggests that Oracle is not too heavily
invested in the technology. Nicholas Art-
man, a former employee at Apple and Ya-
hoo, summarized that “Oracle is, in essence,
suing Google for actively preventing Oracle
from hemoraging money on phones.” [14]

5.2.3 Summary

Java is now a well-established program-
ming language in the software engineering
industry. The Software Engineering Code
of Ethics encourages the use of standards
whenever possible, so using Java is the
proper choice unless there is a conflicting

ethical or technical reason, according to Sec-
tion 3.06 of the Software Engineering Code
of Ethics. [5, §3.06] By separating Dalvik
from Oracle’s Java implementation, the An-
droid software development kit can use the
Java programming language without uneth-
ically using Oracle’s software. Google’s de-
cision to include the Java programming lan-
guage in the Android software development
kit promotes Java. Oracle is not suffering
any loss of business due to Google’s use of
Dalvik. The choice to use Java is ethical.

5.3 Licensing

Section 2.02 of the Software Engineering
Code states that software engineers should
“not knowingly use software that is obtained
or retained either illegally or unethically.”
[5, §2.02] Oracle claims that Google is doing
exactly that: using software that infringes
on their intellectual property. To evaluate
this claim, we need to examine the licens-
ing terms for both Oracle’s Java project and
Google’s Dalvik project.

Oracle releases their implementation of
the Java compiler and virtual machine under
the GNU General Public License [32], which
means that it can be redistributed or modi-
fied as long as the source code is distributed
as well. This is a common open source li-
cense, but it is referred to as a viral license,
because any modifications to a project re-
leased under the GNU General Public Li-
cense have to be made open as well. [20,
§5] Companies want to be able to make pro-
prietary modifications to their implementa-
tions, but the GNU General Public License
does not allow this. One of the require-
ments of Android is to provide a common
platform for a wide variety of phones [31];



the only way to ensure a common platform
is to encourage widespread adoption. The
Apache License 2.0, another common open
source license, allows modification or redis-
tribution of software (even without releas-
ing the source code), as long as the origi-
nal copyright notice remains intact. [12, §4]
Companies prefer the Apache License 2.0 be-
cause they want to be able to make propri-
etary modifications. [39] Thus, to promote
adoption, Google needed to release Android
(and Dalvik) under the Apache License 2.0
(or another similar license). However, code
released under the GNU General Public Li-
cense cannot legally be released under the
Apache License 2.0. [13]

Google does not include any of Oracle’s
Java development tools in the Android soft-
ware development kit [9]; an Android de-
veloper must obtain the Java Development
Kit directly from Oracle. This means that
Google is not redistributing or modifying the
Java compiler.

A major part of a Java virtual ma-
chine is the runtime library, which pro-
vides code that is common to many software
projects. Oracle does include an extensive
standard library in their Java Development
Kit, but the Android software development
kit specifically disables its use when it com-
piles an application. Instead, Google uses
the Apache Harmony library, an implemen-
tation of a subset of Oracle’s standard li-
brary, which is released under the Apache
License 2.0. [10] [6] In order for this to be
ethical, the Software Engineering Code of
Ethics dictates that software engineers ought
to “credit fully the work of others and re-
frain from taking undue credit.” [5, §7.03]
Google distributes Dalvik under the same
Apache License 2.0 and credits Harmony in

the Dalvik README. [6] The principle of
giving credit is upheld.

5.3.1 The Unit Test Fiasco

The Oracle lawsuit includes examples of
code in Dalvik that matches code inside of
the HotSpot virtual machine. [34] As noted
in section 4.3.1, “Florian Mueller’s Discov-
ery”, Florian Mueller made the claim that
additional files in the Dalvik repository were
copied directly from Oracle’s HotSpot vir-
tual machine, beyond the files that Oracle
mentioned. [29] If Google knowingly copied
code illegally, then Dalvik is unethical.

The duplicated files are not a part of
Dalvik, but are in a separate support di-
rectory. Dalvik does not use them directly.
The developers working on Android used the
files to perform unit tests. When Dalvik is
built and deployed on a phone, it does not
include these files. [16] Therefore, Dalvik
itself does not contain any software that is
illegally obtained. Google did not know that
the code had been copied illegally, and once
they discovered it, they deleted the offending
files from the repository. Although they used
software that was retained illegally, they did
not do so knowingly. Therefore, they still
acted in accordance with Section 2.02 of the
Software Engineering Code of Ethics.

5.3.2 Summary

Google does not redistribute or modify any
part of Oracle’s Java Development Kit. In-
stead, they inform developers to obtain the
Java Development Kit from Oracle under the
terms of the GNU General Public License.
Oracle’s Java implementation is only used in
the Android software development kit, but



not in the Android operating system, which
is released under the Apache License 2.0.
Google used the Apache Harmony li-
brary for Dalvik instead of using Oracle’s li-
brary. Google created Dalvik and then used
Apache Harmony to supplement its func-
tionality, obeying all the terms of the Apache
License 2.0. The Apache Software Foun-
dation’s copyright notice remained intact,
thus giving proper credit to the Apache Soft-
ware Foundation. All software was either
created at Google or obtained legally. There-
fore, Google adhered to Section 2.02 of the
Software Engineering Code of Ethics.

5.4 Duty to the Public

As part of a software engineer’s duty to the
public, a software engineer should “approve
software only if they have a well-founded
belief that it is safe, meets specifications,
passes appropriate tests, and does not di-
minish quality of life, diminish privacy or
harm the environment.” [5, §1.03] The pos-
sibility of its damage is limited because An-
droid operates on consumer-level mobile de-
vices. No claim has been made that Android
is not well-tested; Android is derived from
the Linux kernel, a well-tested operating sys-
tem. Therefore, the only relevant concerns
here are the conformance to specifications,
the effect on quality of life, and the effect
on privacy. Dalvik must meet all of these
conditions in order to be ethical.

5.4.1 Requirements

The specification of a software product in-
cludes the requirements (goals and restric-
tions) and the details of how to meet those
requirements (design documents and user

documentation). If Dalvik does not meet
its requirements, then it does not follow its
specification, and therefore it is unethical.

When the Open Handset Alliance an-
nounced Android, they cited three major de-
sign goals for Android. The main require-
ments are: [31]

e User Experience
e Openness
e Portability

Promoting a good user experience by def-
inition is improving quality of life for the
user, so that is an ethical goal. An open op-
erating system is (arguably) neutral from the
user’s point of view, but it allows companies
to share code: Motorola can make bug fixes
that assist Samsung, and vice versa, which
contributes to the user experience (i.e. less
unexpected behavior). Portability means
that the same software, which is well-tested
and mature, can be used on many phones
and still be useful. Software that is portable
can improve the quality of life for a greater
number of users on a greater number of de-
These requirements are ethical, but
are these requirements met?

vices.

5.4.2 Why a Virtual Machine?

In considering these requirements, none of
these seems to mandate the use of a vir-
tual machine. Indeed, software written for
Apple’s competing iOS compiles directly to
machine code, runs on devices with differ-
ent ARM processors, and provides a good
user experience. The open licensing require-
ment could be fulfilled with any newly writ-
ten program. Why was Dalvik chosen as the
solution for the requirements?



One of Android’s goals is to provide
portability: an application should be able
to run on a variety of devices. Each phone
may have slightly different hardware; a pro-
gram which runs well on one phone may run
poorly on another phone. The Dalvik vir-
tual machine provides a predictable, consis-
tent execution environment between phones
without placing burden on application de-
velopers.

Dalvik also has some side benefits that
are useful for mobile development. Because
a virtual machine has more control over the
execution environment, Dalvik can more ag-
gressively collect unused memory. [19] The
virtual machine can also track all requests
for resources, so Dalvik can enforce that a
program only has access to the resources it
has permission for (this is discussed in more
detail in section 5.4.4, “Privacy and Secu-
rity”). Dalvik uses these features to make
Android secure and memory efficient — im-
portant qualities for maintaining user pri-
vacy and user experience.

5.4.3 Quality of Life

Section 1.03 of the Software Engineering
Code of Ethics states that software should
not “diminish the quality of life” [5, §1.03].
This idea of not diminishing quality of life
relates to the ethical theory of utilitarian-
ism: that which maximizes utility (or bene-
fit) over a group of people is what is good.
[28, pg. 16] It provides a (more or less) objec-
tive basis for ethics, and it is a higher princi-
ple that also applies outside of software en-
gineering. To be consistent with utilitarian-
ism, Android must provide a net positive (or
neutral) effect on the total utility. Taking
away utility would be diminishing quality of

life.

The first goal of the Android platform
is to provide a good user experience. This
promotes utility by making the phone easy
to use. Because Android is portable and
runs on many phones, users don’t have to
learn a new interface every time they get a
new phone. Although the primary user is
the general public, a large part of Android’s
audience are application developers. An ap-
plication can be written once and deployed
on many different phones with radically dif-
ferent hardware specifications, thus reducing
development time. When the first Android
tablets were introduced, most applications
ran correctly on the first day because the
virtual machine could handle the better pro-
cessor and would abstract the hardware. [15]
The end-users benefits from this abstraction
as well. Applications behave nicely on their
phone: resources are managed, programs are
secure, and applications are guaranteed to
run.

5.4.4 Privacy and Security

The Software Engineering Code of Ethics
dictates that software should not adversely
affect users’ privacy. [5, §1.03] Dalvik does
not directly work with private data, but it
runs other programs that do. In this case,
Dalvik should promote good practices that
aide privacy. This is Dalvik’s security layer.

Mobile phones store personal informa-
tion such as contacts and browsing history.
With a proprietary phone operating system,
it is difficult for security experts and privacy
enthusiasts to see how their data is being
used. Providing an open source platform for
mobile phones encourages user privacy by al-
lowing external audits to ensure that the op-



erating system is not transmitting informa-
tion without consent.

Whenever a user installs a new applica-
tion from the Android Market, he or she is
clearly presented with the list of permissions
that the application is requesting. [1, Se-
curity Architecture] This is part of Dalvik’s
runtime environment: applications must de-
clare what resources they want to use when
they are created. If Dalvik detects that an
application is trying to access a resource it is
not authorized to use, Dalvik terminates the
application. [1, Using Permissions| Dalvik
enforces the user’s ability to opt out.

This would be difficult (although not im-
possible) to do without a virtual machine
Natively compiled code uses the CPU di-
rectly, so there would be more burden on
the underlying operating system to imple-
ment the security features, which are better
defined at an application level, instead of an
operating system level. The Android Devel-
oper Documentation gives the example of a
picture attached to an email. [1, URI Per-
missions| A picture viewing program can’t
ordinarily access data from the email client,
but if the user wants to open an attachment,
the email client can temporarily grant ac-
cess to the corresponding image, and noth-
ing more. By controlling the code executing
in user space, Dalvik can enforce much more
fine-grained control over security, thus pro-
tecting its user’s privacy.

5.4.5 Summary

Section 1.03 of the Software Engineering
Code of Ethics mandates that software
should fulfill its specification, provide util-
ity, and protect privacy. The relevant por-
tion of Android’s specification is its require-

ments. Android’s requirements are designed
to help the public and using Dalvik promotes
all of the Android’s requirements. Dalvik
provides utility by keeping Android phones
predictable and portable, even when their
hardware is completely different. Dalvik in-
creases security, which keeps users in con-
trol of what data each program is allowed
to access. Dalvik fulfills Section 1.03 of the
Software Engineering Code of Ethics.

6 Conclusion

In order to best meet project requirements,
Google needed to use the Java programming
language and a virtual machine in Android.
Google fulfilled their duty to the public and
the Software Engineering Code of Ethics by
creating a new virtual machine, Dalvik. Be-
cause Dalvik uses a different architecture
and doesn’t use code from Oracle’s Java
implementation, it does not infringe upon
Oracle’s intellectual property and remains
ethical. Dalvik meets the requirements of
the Android project by promoting user ex-
perience, portability, security, and privacy.
These requirements could not be met by ex-
isting software, so creating Dalvik was the
logical choice. Google’s use of Dalvik is eth-
ical.

Glossary

Apache License 2.0 An open source li-
cense that allows modification and
reuse of the source code, even if the
user don’t redistribute the modified
source code [12] . 1,2, 7,8

bytecode An instruction understood by a
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virtual machine. 2, 5 open source If a software project released
as open source, it means that the soft-

GNU General Public License An open ware’s source code can be obtained and
source license that allows modification reused legally. There are many licenses
and reuse of the source code, as long that are considered open source, each
as users distribute the source code of with different terms . 1-3, 6, 7, 9

their modifications [20] . 1, 6, 7
software development kit A set of pro-

JavaVM The set of bytecodes that is docu- grams and other materials that allows
mented by “The Java Virtual Machine programmers to write programs for a
Specification” [25] . 2, 5 particular environment . 1, 2, 4-7

library A collection of code that is useful virtual machine A program that runs in-
in many different programs (e.g. text structions that are not natively under-
handling, graphics, etc.) . 7, 8 stood by a CPU . 2, 4-10
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