iIPhone in Business
How-To Setup Guide for Users

iPhone is ready for business. It supports Microsoft Exchange ActiveSync, as well as standards-based services,
delivering email, calendars, and contacts over-the-air. And it gives mobile users secure access to corporate
resources through support for established VPN protocols and WPA2 Enterprise networks. This guide provides
step-by-step instructions for setting up access to these services on iPhone.

Using This Guide

This guide can be used to create customized materials that support the deployment of iPhone within
your company. It's organized by chapter and can be tailored to suit the needs of your users or the
specific technologies you support. In addition, custom entry fields are provided so that you can insert
your company’s server and account settings in each step. A notes area at the bottom of each page can
be used to help guide your users along the way.

When customized, this guide serves as a quick reference for users who are setting up access to corporate
services on iPhone for the first time. It can be delivered to your users in print or PDF format, or it can be
hosted on your company’s internal support website.
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Microsoft Exchange ActiveSync Setup

With support for Microsoft Exchange ActiveSync, you can wirelessly push company email, calendar
events, and contacts from Microsoft Exchange Server 2003 and 2007 to iPhone.To set up iPhone to

access your Exchange server, follow the steps in this chapter.
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Go to the Microsoft Exchange setup screen

9:42 AM

> On the Home screen, tap Settings.

) Sounds

“ Brightness

E Wallpaper

@ General

‘ I ! Mail, Contacts, Calendars >

E Phone

29 safari
Q Messages

[l s

> Tap Mail, Contacts, Calendars.

Add Mail Account

Microsoft*

Exchange

Contacts

Add LDAP Account

Calendars

Add CalDAV Account

Add Subscribed Calendar

> Tap Add Mail Account.

mobileme
Gmaail

YaHoO! MAIL
AOL @

Other

> Tap Microsoft Exchange.




Enter Exchange ActiveSync account and server information

ES 09:42 3 = il 26 09:42 3 =

Enter your Exchange account information Enter your Exchange account information

Idap.acme.com

car Nama iannlscsad

%
Domain enter domain here Cannot Connect Using SSL

enter server here

u h Do you want to try setting up the
sername enter username here yunt without SSL? i
Domain acme

Password  enter password here Continue N Cancel

Username |appleseed

[ Description enter description here Password essss

Description jappleseed@acme.com

> Enter your Email, Domain, > If Autodiscover* isn't enabled, > Enter your server information in
Username, Password, and a dialog will appear stating that the Server field and tap Next to
Description. The description the Autodiscover certificate could complete the setup.
field is automatically populated not be verified. Choose Accept to
with your email address but ignore the dialog and to continue
can be modified to include with the setup.

any description youd like, for

*The Autodiscover service is a feature of Microsoft Exchange

example: ”My Corporate Email.” Server 2007 that simplifies the setup and provisioning of
. your mobile device by returning the required system settings
Tap Next When youre done. after you enter your email address and password. By default,

the Autodiscover service is enabled in Exchange 2007.

domain= cff.org or just cff server=mail.cff.org

Microsoft Exchange ActiveSync Setup



Synchronize with Microsoft Exchange

“Cancel Exchange

New Passcode Required
Contacts - : E

Calendars

> When the setup is complete, iPhone > If your company enforces
displays a list of data types to sync a passcode policy, you'll
with Exchange. Choose from the list be prompted to establish a
and tap Done to initiate the first sync. device passcode.

Microsoft Exchange ActiveSync Setup
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Enter 6 or more numbers.

Enter the passcode a second time
and tap Next.

You are now configured to access
your corporate email, calendar, and
contacts. Proceed to the next step
to configure additional options.



Fetch New Data

Mail

Show 200 Recent Messages
Preview 2 Lines >
Minimum Font Size Medium >
Show To/Cc Label OFF |

Ask Before Deleting | OFF

Load Remote Images m

Always Bcc Myself OFF

> Once your account is set up,

you can configure additional
settings and display options.

Configure additional settings

Exchange ActiveSync

Account Info

Mail
Contacts

Calendars

Mail Days to Sync 3 Days >

Mail Folders to Push Inbox >

Delete Account

> Tap your account in the Account
list to set account synchronization
options, such as the number of
days to keep mail on your device,
or specific folders on your
Exchange account for which
you would like to receive
push updates.

Accounts

My Exchange Account

Add Account...

Fetch New Data

A

Mail

Show 200 Recent Messages
Preview 2 Lines
Minimum Font Size Medium

Show To/Cc Label OFF

> To configure push behavior
go back to Mail, Contacts,
Calendars, and then tap
Fetch New Data.

New data will be pushed to your phone
from the server.

Fetch

The schedule below is used when push is
off or for applications which do not support
push. For better battery life, fetch less
frequently.

-

Every 15 Minutes
Every 30 Minutes
Hourly

Manually

\

> From here, you can turn off push

services or set how frequently

data is fetched from the Exchange

server when push is disabled.




Virtual Private Network (VPN) Setup

With support for virtual private networking (VPN), you can access private information securely over
a non private network. You may need VPN, for example, to visit internal websites hosted on your
corporate intranet.

iPhone can connect to your company’s VPN using the Cisco IPSec, L2TP, or PPTP protocols. VPN on
iPhone works over both Wi-Fi and cellular data network connections, and users can authenticate

via password, two-factor token, or digital certificate.

To set up iPhone to access your VPN, follow the steps in this chapter.

il 3G I3 09

Q http:/fwww.intrang

Company Intranet

Status Connected: 0:13 »

Choose a Configuration...

My VPN
¥ Custom

Add VPN Configuration...




Go to the network setup screen

il 3G 9:42 AM

"E’)!!G
=

Calendar  Photos u Airplane Mode

E ' & wir

YouTube @ Notifications

About Enable 3G [_on_|

Usage Using 3G loads data faster, but may
decrease battery life

Network Data Roaming ["oFF

Tumn data reaming off when abroad to avoid
substantial roaming charges when using
email, web browsing, and other data

Location Services h services.

Bluetooth

- e m Sounds

[ Brightness

&4 Wallpaper

L

Not Connected »
Auto-Lock 5 Minutes )

App Store  Compass

Passcode Lock On g Not Connected >

(@ General

LI Mail, Contacts, Calendars

Restrictions On

> On the Home screen, tap Settings. > Tap General. > Tap Network. > Tap VPN.Then tap Add VPN
Configuration to get started.




Add a new L2TP VPN setup

ol 3G

Enter your VPN account infermation.

cancel  Add Configuration

IPSec

Description enter description here 1

Server

Account

RSA SecurlD

Password

Secret

Send All Traffic

> Make sure L2TP is selected
before proceeding.

Description: Enter a description
that identifies this VPN configuration,
for example “My VPN.”

-ailll 3G 09:42 } =

Enter your VPN account infermation.

—_—
Cance!

Description

‘e Add Configuration s

‘ Server enter server here

Account
RSA SecurlD
Password

Secret

Send All Traffic ! -!. \'!

> Server: Enter the DNS name or IP
address of the VPN server you're

connecting to.

-oilll 3G 09:42 ¥} =

Enter your VPN account information.

———
Cancel

Description

Server

'Add Configuration -

‘ Account enter account here

RSA SecurlD ["oFF
Password

Secret

Send All Traffic ! -' .'!

> Account: Enter your user name.

-ailll 3G 09:42 } =

Enter your VPN account information.
"cancet - Add Configuration

Description
Server
Account

RSA SecurlD [oFF ]

Password  enter password here ‘

Secret

Send All Traffic ! -!. \'!

> Password: Enter the password
or PIN of your VPN login account.
Leave the Password field blank
for RSA SecurID and CRYPTO-
Card authentication or if you're
required to enter the password
manually with every connection
attempt.



Add a new L2TP VPN setup

-ailll 3G 09:42

Enter your VPN account information.
“cancer Add Configuration

Description
Server

Account

RSA SecurlD

Password
Secret

Send All Traffic

> RSA SecurID: Turn on this option

if you're using a RSA SecurID token.

Once enabled, the password field
is hidden.

-ailll 3G 09:42 } =

Enter your VPN account information.
' Add Configuration  swe

Description

—_—
Cance!

Server
Account
RSA SecurlD

Password

Secret enter secret here ‘

Send All Traffic ! -!. \'!

> Secret: Enter the group’s shared
secret.

-oilll 3G 09:42 ¥} =

Enter your VPN account information.
"cancet Add Configuration  soe

Description
Server
Account
RSA SecurlD
Password

Secret

‘ Send All Traffic _on [

> Send All Traffic: Turn off this
option to enable split tunneling.

il 3G 0942 3=

Enter your VPN account information.

Cancel

|Add Configuration s

U

RSA SecurlD
Password
Secret

Send Al Traffic [ on |

Proxy

i
URL proxy.acme.com:8080 ‘
\

> Tap Save once you've entered all
your information and settings.

> Proxy: If applicable, enter the
information for your proxy
server, or location of your proxy
auto-configuration file. Tap Save
once you've entered all your
information and settings.



Add a new PPTP VPN setup

wailll 3G 09:42

Enter your VPN account information.

cancel | Add Configuration

(Descripii:m enter description here 1

Server
Account
RSA SecurlD
Password

Encryption Level

Send All Traffic !l' !!

> Make sure PPTP is selected
before proceeding.

Description: Enter a description
that identifies this VPN configuration,
for example “My VPN.”

sailll 3G 09:42

Enter your VPN account information.

Concel | Add Configuration

Description

‘ Server enter server here

Account
RSA SecurlD
Password

Encryption Level

Send All Tratfic !-'\'!

> Server: Enter the DNS name or IP

address of the VPN server you're
connecting to.

woilll 3G 09:42

Enter your VPN account information.

"G Add Configuration

Description

Server

Account enter account here ‘

RSA SecurlD [oFF ]
Password

Encryption Level

Send All Traffic !l' .'!

> Account: Enter your user name.

sailll 3G 09:42

Enter your VPN account information.

Concel | Add Configuration

Description
Server
Account

RSA SecurlD [orF)

Password  enter password here

Encryption Level Auto »

Send All Tratfic !-'\'!

> Password: Enter the password

or PIN of your VPN login account.
Leave the Password field blank
for RSA SecurlD and CRYPTO-
Card authentication or if you're
required to enter the password
manually with every connection
attempt.



Add a new PPTP VPN setup

wailll 3G 09:42

Enter your VPN account information.
“Cancel| Add Configuration

Description
Server

Account

RSA SecurlD

Password
Encryption Level

Send All Traffic

> RSA SecurID: Turn on this option
if you're using a RSA SecurID token.
Once enabled, the password field

is hidden.

~ailll 3G 09:42

Enter your VPN account informall
Cancel | Add Configuration

Description
Server
Account
RSA SecurlD

Password

Encryption Level

Send All Tratfic

> Encryption Level: Choose the
encryption level for your network.

Auto is the default, which selects
the highest encryption level
available.

wotlll 3G 09:42

Enter your VPN account information.

Description
Server
Account
RSA SecurlD
Password

Encryption Level

Send All Traffic

> Send All Traffic: Turn off this

option to enable split tunneling.

il 3G 0942 3=

Enter your VPN account information.

Cancel

|Add Configuration s

U

RSA SecurlD
Password
Secret

Send Al Traffic [ on |

Proxy

URL proxy.acme.com:8080 ‘
A\

> Tap Save once you've entered all

your information and settings.

> Proxy: If applicable, enter the

information for your proxy
server, or location of your proxy
auto-configuration file. Tap Save
once you've entered all your
information and settings.



Add a new Cisco IPSec VPN setup

-ailll 3G 09:42 ol 3G 09:42 } =

Enter your VPN account infermation. Enter your VPN account infarmation.
“cancei | Add Configuration = “cancel Add Configuration |

lllllllll lllllllll
CIsCO CIsco

(Descripﬁun enter description here 1 Description

Server Server enter server here

Account Account

Password Password

Use Certificate Use Certificate

> Make sure IPSec is selected > Server: Enter the DNS name or IP
before proceeding. address of the VPN server you're

.. - connecting to.
Description: Enter a description 9

that identifies this VPN configuration,
for example “My VPN.”

-oilll 3G 09:42

Enter your VPN account information.

lllllllll
CIsSCO

Description

Server

“cancel Add Configuration s

Account enter account here

Password

Use Certificate

> Account: Enter your user name.

ol 3G 09:42
Enter your VPN account information.
cancel - Add Configuration

PPTP

lllllllll
CIsco

Description
Server

Account

Password enter password here ‘

Use Certificate

> Password: Enter the password
or PIN of your VPN login account.
Leave the Password field blank
for RSA SecurlD and CRYPTO-
Card authentication or if you're
required to enter the password
manually with every connection
attempt.



Add a new Cisco IPSec VPN setup

.\\

il 3G 09:42 } =

Enter your VPN account information.

“cancer| Add Configuration i Save’

Cisco
Description
Server
Account

Password

‘ Use Certificate

Certificate

> Use Certificate: Turn on this option
if your VPN uses a certificate for
authentication. When Use Certificate
is on, the Group Name and Secret
fields are replaced with a certificate
menu that lets you choose from a
list of installed identities.

il 3G 09:42 3 &=

Enter your VPN account infermation.

E Add Configuration  swe |
CISco
Description
Server
Account
Password

Use Certificate

‘ Group Name enter group name ‘

Secret

RS

> Group Name: Enter the name

of the group as defined on the
VPN server.

AN

> Secret: Enter the group’s shared

<l 3G 09:42 } =

Enter your VPN account information.
“cmcel Add Configuration E %
CIsco

Description

Server

Account

Password

Use Certificate

Group Name

t Secret enter secret here

secret.

ol 3G 09:42

Enter your VPN account information.
—— -
c

el Add Configuration e

0
Password

Use Certificate

Group Name

Secret

Proxy

proxy.acme.com:8080

4

RS

> Tap Save once you've entered all
your information and settings.

> Proxy: If applicable, enter the
information for your proxy
server, or location of your proxy
auto-configuration file. Tap Save
once you've entered all your
information and settings.



Connecting and disconnecting from VPN

“ Airplane Mode

Status Connected: 0:13 » k) Wi-Fi

J

Choose a Configuration... W VPN

My VPN @ Notifications

Custom

Add VPN Configuration...

kL) Sounds

j Brightness

Eﬁ Wallpaper

ig! General

> Now that you have configured your > Future connections can also be
iPhone for VPN, the VPN switch at made with a single touch directly
the top of the VPN Configurations from the Settings menu. A VPN
list can be used to turn VPN on or off. badge is also placed in the status
Status shows network connection bar at the top of the screen, so you
and disconnection as well as the time always know when you're connected

connected while active. to VPN services.



Wireless Network (Wi-Fi) Setup

iPhone can use local Wi-Fi networks to connect to the Internet. If no Wi-Fi networks are available or if
you've turned off Wi-Fi, iPhone connects to the Internet via your cellular data network, when available.
iPhone also supports WPA2 Enterprise with 802.1X authentication—the standard for enterprise Wi-Fi
network protection. These features help provide safe access to company information on iPhone.

For quick setup of iPhone for WPA2 Enterprise, security and authentication settings can be configured
using configuration profiles. For more information, see the chapter, “Configuration Profile and Certificate

Installation.”

To set up iPhone for Wi-Fi access, follow the steps in this chapter.

Choose a Network...

Guest Wi-Fi
v Corporate Wi-Fi

Other...

Ask to Join Networks [ oFF

Known networks will be joined automatically.
If no known networks are available, you
will have to manually select a network.




Go to the Wi-Fi settings screen

il 3G

®
=

YouTube

9:42 AM [C ]

afllb

Calendar Photos Camera

App Store  Compass

Airplane Mode OFF

‘ H Wi-Fi Not Connected » ‘

L&) Fetch New Data Push »

) Sounds
w Brightness

w Wallpaper

lgy! General

Ask to Join Networks | oFF

Known networks will be joined automatically
If no known networks are available, you
will have to manually select a network.

Wi-Fi

Choose a Network...

Guest Wi-Fi

v Corporate Wi-Fi

Other...

Ask to Join Networks [ oFF

Known networks will be joined automatically.
If no known netwarks are available, you
will have to manually select a network.

> Choose the Wi-Fi network from
the list of the available networks.
Networks that require a password
appear with a lock icon.

> On the Home screen, tap Settings. > Tap Wi-Fi. > Make sure Wi-Fi is on.



Join a Wi-Fi network

il T 09:42 3 =

Enter the password for “Corporate Wi-FI*
Enter Password | Cancel

N
enter password here ‘

1]2[3]4]5]6]7][s]o]
HIHBIIIIEEIH

> If necessary, enter a password

and tap Join.

Wireless Network (Wi-Fi) Setup

-

Wi-Fi

Choose a Network...
Guest Wi-Fi
v Corporate Wi-Fi

Other...

Ask to Join Networks [ oFF

Known networks will be joined automatically.
If no known netwarks are available, you
will have to manually select a network.

> Your iPhone is now connected

to a Wi-Fi network. The Wi-Fi
icon in the status bar at the
top of the screen shows signal
strength.

Wi-Fi

Choose a Network...

Guest Wi-Fi

v Corporate Wi-Fi

Other...

Ask to Join Networks | oFF

Known networks will be joined automatically
If no known networks are available, you
will have to manually select a network.

> Once you've joined a network

manually, iPhone automatically
joins it whenever the network
is in range. If more than one
previously used network is in
range, iPhone joins the most
recently used network.




Join a closed Wi-Fi network

09:42 3 = 09:42

Enter network information
Other Network " cancel

= ; "
"Other Network Security

Wi-Fi

None

Choose a Network... [Name enter name here Security WPA2 Enterprise »

WEP

Guest Wi-Fi Username  enter username here

[Security

WPA
v Corporate Wi-Fi

Password  enter password here

WPA2

t Other...

Ask to Join Networks OFF . B E B a m . n B
Known networks will be joined automatically.

If no known networks are available, you w fa
will have to manually select a network.
s I

WPA Enterprise

= NODCOTEGE

=
L z[x[c[[s [
= 5 I

> To join a closed Wi-Fi network (one > Enter the name of the closed > Tap the type of security the > Enter your Username and
not shown in the list of scanned network. If the network requires network uses. Navigate back Password.
networks), choose Wi-Fi > Other. a password, tap Security. to Other Network.

You must already know the network
name, password, and security type to
connect to a closed Wi-Fi network.

Wireless Network (Wi-Fi) Setup



Configure additional settings

Forget this Network

A

Choose a Network... IP Address

Guest Wi-Fi g @ BootP Static
N

v Corporate Wi-Fi
IP Address 10.0.2.21
Other...
Subnet Mask 255.255.255.0

Ask to Join Networks OFF Router 10.0.2.1

Known networks will be joined automatically. DNS 10.0.2.1
If no known networks are available, you
will have to manually select a network.

Search Domains apple.com

Client ID

> To forget a network you've joined > Tap Forget this Network.
previously so that iPhone doesn’t
join it automatically, choose Wi-Fi
and tap the blue advance arrow
next to that network.

Wireless Network (Wi-Fi) Setup

Stop automatically

Forget Network

Cancel

> Tap Forget Network to confirm.

Wi-Fi

Choose a Network...
Guest Wi-Fi

v Corporate Wi-Fi

Other...

N

(Aak to Join Networks m

/

Known networks will be joined automatically
If no known networks are available, you
will be asked before joining a new network.

> You can also set iPhone to ask if you
want to join new networks that are
within range. Choose Wi-Fi and turn
on or off Ask to Join Networks. If
“Ask to Join Networks”is turned off,
you must manually join a network
to connect to the Internet when
a previously used or cellular data
network isn't available.



Standards-Based Services
(IMAP CalDAV, LDAP)

iPhone supports standards-based servers for mail, calendar, and contacts integration. You can sync with
IMAP mail servers and search the mail server from your iPhone. You can also get access to common
CalDAV-compliant calendar servers like iCal Server, Oracle Beehive, Kerio, and Zimbra. And find colleagues
fast by searching LDAP servers from either the mail or contacts app on your iPhone.

To setup iPhone to access your corporate email via IMAP, access your calendar via CalDAV, or access
a corporate address list via LDAP, follow the steps in this chapter.

nn.
rid

—_—
Save

Name John Appleseed
Address jappleseed @acme.com
Description jappleseed @acme.com
Incoming Mail Server

Host Name mail.acme.com

User Name jappleseed

Password esessese




Go to the Mail, Calendar, Contacts account settings

9:42 AM

> On the Home screen, tap Settings.

) Sounds

“ Brightness

E Wallpaper

@ General

‘ I ! Mail, Contacts, Calendars >

E Phone

B29 safari
Q Messages

{5 iPod

> Tap Mail, Contacts, Calendars.

Accounts

Lnud Account...

Fetch New Data

Mail

Preview
Minimum Font Size
Show To/Cc Label

Ask Before Deleting

> Tap Add Account.

Push »

Show 200 Recenl Messages »

2 Lines >
Medium >
OFF

OFF

Microsoft:

Exchange
mobileme

Gmuil

YAaHOO! MaIL
AOL &

Other

> Tap Other.




IMAP Mail Setup: Enter account and server information

Enter your account information

New Account
Mail

Add Mail Account (Narne enter name here Name
L

Address Address enter address here
Contacts

Add LDAP Account Password Password

Description Description
Calendars

Add CalDAV Account

Add Subscribed Calendar

> Select the service you want to > Name: Enter your full name, for > Address: Enter your email
configure from the list of options. example “John Appleseed.” address.
To setup an IMAP account select
“Add Mail Account”



IMAP Mail Setup: Enter account and server information

Name Name

Address Address

Password enter password here Password

Description Description enter description here J

> Password: Enter your password. > Description: Enter a description
for your account. This field is
automatically populated with
your email address but can be
modified to include any descrip-
tion you'd like, for example, "My
Corporate Email.”

> Tap Save to advance.



IMAP Mail Setup: Configure incoming server information

Name John Appleseed
Address jappleseed @acme.com
Description jappleseed@acme.com
Incoming Mail Server

Host Name mail.acme.com

User Name jappleseed

Password essssee

> Make sure IMAP is selected

before proceeding.

IMAP Mail Setup

09:42

Enter your account information
Cancel New Account

Incoming Mail Server

(Hoﬁ Name enter host name here 1

User Name

Password

aw|efr||v|uf1]o]e
Als|o]Fla|n]s]K]L
Ll z|x|c]v]s|n[mAL)

> Host Name: Enter your primary

mail server, typically in the format
“mail.company.com.”

09:42 } =

Enter your account information.
"cancet  New Account “save

Incoming Mail Server

Host Name

‘ User Name enter user name here ‘

Password

aw|efr|7|v|uli]o]e)
Als|o|Fla|n]sfK]L
L lz[x[c]v]s|n[miL)

> User Name: Enter your email
user name—typically the part
of your address that precedes
"@company.com.”

09:42

Enter your account information
Cancel New Account

Incoming Mail Server

Host Name

User Name

LPassword enter password here J
a|wle|r|T|v]u]1]o]P]
A|s|ofFfan|JjK|L
Ll z|x|c|vis|n|mE

> Password: Enter the password
to access your email account.




IMAP Mail Setup: Configure outgoing server information

"cancet New Account

QOutgoing Mail Server

( Host Name enter host name here l

User Name

Password

ofwe[n]v[u[ [o]|
a[s[of elu ][
% 0NononD =
o [EAED

Outgoing Mail Server

Host Name

‘ User Name enter user name here

Password

a|wle[a|7|v]u|ifo|e

Als|o|Fla]H]J]k]L]
% BOEN00D S
. @123 -m return

Enter your account information
“cancet | New Account
Outgoing Mail Server

Host Name

User Name

LPasswnrd enter password here J

a|wle[g|7|v]u]1]o]e

Als|o|Fla]H]J]k]L]
% E0C000DS
@123 - m return

09:42

Enter your account informatio
"cancet New Account
Outgoing Mail Server

Host Name
User Name

Password
a[w[<]r|]v|u][o]7
Als|o|Fla]H|g]]L]

iz x]clv]s[n|mil.
@123 - m return

> Host Name: Enter your primary
outbound SMTP server, typically
in the format “smtp.company.com.”

> User Name: Enter your email
user name—typically the part
of your address that precedes
“@company.com.”

> Password: Enter the password
to authenticate your account
for sending email. This typically
matches your password for
incoming email.

> Tap Save to complete the setup.

IMAP Mail Setup



Accounts

My IMAP Account

Add Account...

Fetch New Data

Mail

Show 200 Recent Messages
Preview 2 Lines
Minimum Font Size Medium

Show To/Cc Label OFF

> Once the account is validated,
the account settings screen is
displayed.

Although most users leave the
default settings unchanged,
you may want to adjust them.
To access additional account
settings, tap the account in the
active accounts list.

Incoming Mail Server

Host Name mail.acme.com
User Name jappleseed
Password essssss

QOutgoing Mail Server

SMTP smtp.acme.com »

‘ Advanced

Delete Account

> Scroll to the bottom of the screen

and tap Advanced.

IMAP Mail Setup: Configure additional settings

Mailbox Behaviors
Drafts Mailbox
Sent Mailbox
Deleted Mailbox

Deleted Messages

Remove After one week

Incoming Settings

Use SSL [_on_ |

Authentication Password

> On the advanced settings screen,
you can specify which server-side
folders are used to store your email
messages, how long to keep email
stored on your iPhone before it's
deleted, or define preferences for
authentication and SSL.

Important: Mail on iPhone automatically detects the
server’s settings, including requirements for SSL, so
check with your administrator before adjusting any
of these settings.



Add Mail Account

Contacts

[Add LDAP Account

Calendars
Add CalDAV Account

Add Subscribed Calendar

> To setup a new service, navigate

back to the Mail, Contacts, and
Calendar settings menu and select
Add Account. From the menu, select
Other to configure standards-based
services. To setup an LDAP directory
account select “Add LDAP Account”

LDAP Directory Setup

Cancel

User Name
Password

Description

> Enter your Server address, and User

Name and Password if required. The
Description field is automatically
populated with your LDAP server
information but can be modified to
include any description youd like,
for example “My LDAP Directory.”
Tap Next when you're done.

LDAP Directory Setup: Enter account and server information

ldap.acme.com

@‘u car Nama iannlocasd
Cannot Connect Using SSL
Do you wz ting up the
= SSL2

> If your company directory
does not use SSL* you will be
prompted with a message stating
that iPhone cannot connect using
SSL. Tap Continue to proceed
with setup.
*SSL is a protocol used to encrypt data in transit.
Before proceeding you should always verify that

you are connecting to corporate services with the
correct level of security for your organization.



LDAP Directory Setup: Enter account and server information

"cancet  Acme Directory ; Acme Directory | Search Settings concel Acme Directory

Server Idap.acme.com Base Server Idap.acme.com
User Name Description User Name
Password Search Scope Password

2
Description Acme Directory Base Description Acme Directory

Use SSL [ on | One Level Use SSL

Search Settings Subtree Search Settings

[Add Search Settings... people, acme

Add Search Settings...

> When the LDAP setup has been > Within Search Settings, add your > Once your search settings have
verified, most likely you'll need to company settings for Base, been entered, tap Save to complete
enter LDAP Search Settings to Description, and Scope. The the setup. You are now configured
your configuration. default search scope is Subtree. to access your company’s LDAP

corporate directory. You can search
the directory within the contacts
application, or auto-address
outbound email messages.



‘Add Account...

Add Mail Account

Contacts

Add LDAP Account

Calendars

(Add CalDAV Account

Add Subscribed Calendar

> To setup a new service, navigate

back to the Mail, Contacts, and
Calendar settings menu and
select Add Account. From the
menu, select Other to configure
standards-based services. To setup
an LDAP directory account select
“Add CalDAV Account.”

CalDAV Calendar Setup

User Name
Password

Description

> Enter your Server address, and

User Name and Password. The
Description field is automatically
populated with your CalDAV server
information but can be modified to
include any description youd like,
for example “My CalDAV Calendar.”
Tap Next when you're done.

CalDAV Calendar Setup: Enter account and server information

ical.acme.com

Cannot Connect Using SSL

Doy v
ccount without SSL?

Continue Cancel

> If your company directory

does not use SSL* you will be
prompted with a message stating
that iPhone cannot connect using
SSL. Tap Continue to proceed
with setup.

*SSL is a protocol used to encrypt data in transit.
Before proceeding you should always verify that

you are connecting to corporate services with the
correct level of security for your organization.



CalDAV Calendar Setup: Enter account and server information

Server
Port 8443

User Name jap|
Account URL nhitpsiiical acme.com:84

Password ee

Description My CalDAV Account

a|wie|r|T|v|ul1]o]p
Als|o|Ffafu]yfrfL
b z|x]c|v]s|n|miL]
E?; %-m return

[Aduanced Settings

> Once the account is verified, > On the advanced settings screen,
setup is complete. you can specify specific port
configurations or account URLs
for your CalDAV server. Check
with your administrator before
adjusting any of these settings.

You now have access to your
corporate CalDAV calendar on
iPhone.

To configure non-standard port
settings, or to enable or disable
SSL, tap Advanced Settings.

CalDAV Calendar Setup



Configuration Profile and
Certificate Installation

In an enterprise environment, you can set up accounts and other items on your iPhone by installing a
configuration profile. Configuration profiles allow system administrators to quickly set up your iPhone to
work with the information systems at your company, school, or organization. For example, a configuration
profile might set up your iPhone to access your Microsoft Exchange servers at work.

Configuration profiles can also contain certificates for secure access to your company’s network and
information. Both root and identity certificates can be installed independently of a configuration profile,

using the same basic installation process.

To install a configuration profile or certificate on your iPhone, follow the steps in this chapter.

From PaulSm@

| SteveLawson #

Configuration Profile

g3 ACME.mobili

1.6 KB

¥4 iPhone for ACME
ACME Inc.

@ Trusted m

»n Company restricted network
accounts for Mail, Contacts,
Calendars and iPsec VPN.
Requires Passcode.

ACME Inc.
March 14, 2008

ns Exchange Account
VPN Settings
Password Policy
2 Identity Certificates

More Details




Install a configuration profile or certificate

T | Paul Smith »

To: | SteveLawson 2

Canfiguration Profile
114/09 12:34 PM @ Mark as Unread

| |4 ACME.mobilecontig
— 46KB

J

> Using iPhone, open the email

provided by your administrator.

Tap the profile or certificate to
open it.

iPhone Profiles

Welcome Bernhard Campbell.

Acme

For more info

> Alternatively, you can download
the configuration profile or
certificate from the website
provided by your administrator.
Tap the profile or certificate
to open it.

.| iPhone for ACME
ACME Inc.

l“% f“ [@Trusted tm\ [_mh_]

Company restricted network
accounts for Mail, Contacts,
Calendars and iPsec VPN.
Requires Passcode.

ACME Inc.

March 14, 2008

Exchange Account
VPN Settings
Password Policy

2 Identity Certificates

More Details

> When the configuration profile or

certificate opens, verify that you've
received it from a trusted source. If
it's unsigned, a red “unsigned” badge
will be displayed next to the install
button. Check with your admin-
istrator before proceeding with
installation. check with your system
administrator before proceeding
with installation.

Once you've verified that it's from
a trusted source, tap Install.

Enter your password for the
Exchange account
“becampbell@acme.com”

= 0oE0000 @

> During installation, you may be
asked to enter certain information,
such as your Exchange account
password and other information as
required by the services included
in your configuration profile. Enter
passwords and other information
as requested.



Remove configuration profiles and certificates

Passcode Lock
.| iPhone for ACME
8 ACME Inc.

Home Button = in Company restricted network
accounts for Mail, Contacts,
Calend d iPsec VPN.
Date & Time Hequ"r:ssf’:sc:o;:

ACME Inc.

Keyboard Da ved March 14, 2008

Restrictions

ntains Exchange Account
International VPN Settings
Password Policy
2 Identity Certificates

Profile ACME Profile » J More Details
\

Reset

> The profile or certificate is now > Settings provided by a configuration
installed on your device. Any profile can’t be altered. To change
services included in your profile these settings, first remove the con-
are now configured. Your con- figuration profile or install an updated
figuration profile or certificate is configuration profile provided by your
also listed in Settings > General administrator.
> Profile.

Important: Removing a configuration profile removes
policies and all of the email or Exchange account’s data
stored on the device, as well as VPN settings, certificates,
and other information associated with the profile.
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