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Need for Security

• Built-in security
• network: intranet, Internet
• software: operating systems
• hardware: microprocessors

• Causes
• subtle requirements
• unforeseen risks
• problematic implementations
• ad hoc development
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Runtime Verification

system S

I/O channel

monitor M

Figure: System monitoring during operation.

• Advantages
• confidence in implementation
• runtime information
• behaviours dependent on operating environment
• security critical systems
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Literature Review

• Havelund & Rosu 2002
• concept origin

• Havelund & Goldberg 2005; Colin & Mariani 2005
• overview of runtime verification

• Schneider 2000
• security monitoring with Büchi automata

• Bauer, Leucker & Schallhart 2006
• 3-valued semantics monitor

• Bauer & Jürjens 2008
• monitoring security protocols
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Project Plan

• Temporal logic (LTL) & runtime verification

• Security critical systems & their monitoring

• Realization of RV framework
• ltl2mon utility

• Evaluate framework w.r.t SSL implementation
• identify security properties
• map properties to LTL specifications
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Project Update

• Bauer, Leucker & Schallhart 2006 — 3-valued
semantics monitor

ϕ ¬ϕ value

SAT SAT ?
SAT UNSAT ⊤

UNSAT SAT ⊥

Table: Satisfiability criteria in 3-valued LTL.
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Figure: Monitoring a satisfying trace.
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Figure: Monitoring a violating trace.
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Conclusion

• RV framework for security critical systems

• Evaluate using SSL case study

• Open source security monitor
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Thank You
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