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Why runtime verification?

e dynamically monitor systems
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Figure 1. System monitoring during operation.

e advantages:

— increases confidence on implementation
— information available at runtime
— behaviours dependent on operating environment

— security concerns, critical systems



Specifying system requirements using LTL

Figure 5: ©U¢@: 1 holds Until ¢ holds.



LTL and Buchi automata

e finite-state automaton: A = (Q, X, 9, qp, F)

e Biichi automaton: A with infinite inputs
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Figure 6: Biichi automata for X, G, F, U respectively.



Model checking using Biichi automata

e infinite sequence w, so w = ¢ or w £ ¢ for some ; finite prefix
u of w

e three-valued LTL
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e generate A¥ and A%, then input u
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Table 1: Satisfiability criteria in 3-valued LTL.
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