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Why runtime veri�ation?

• dynamially monitor systems

Figure 1: System monitoring during operation.

• advantages:� inreases on�dene on implementation� information available at runtime� behaviours dependent on operating environment� seurity onerns, ritial systems1



Speifying system requirements using LTL

Figure 2: Xφ: φ holds at the neXt state.

Figure 3: Gφ: φ holds Globally.

Figure 4: Fφ: Finally φ holds.

Figure 5: ψUφ: ψ holds Until φ holds.2



LTL and Bühi automata

• �nite-state automaton: A = (Q,Σ, δ, q0, F )

• Bühi automaton: A with in�nite inputs

Figure 6: Bühi automata for X, G, F, U respetively.3



Model heking using Bühi automata

• in�nite sequene w, so w |= ϕ or w 6|= ϕ for some ϕ; �nite pre�x

u of w
• three-valued LTL

[u |= ϕ] =











⊤ if uw′ |= ϕ

⊥ if uw′ 6|= ϕ

? otherwise
• generate Aϕ and A¬ϕ, then input u

ϕ ¬ϕ valueSAT SAT ?SAT UNSAT ⊤UNSAT SAT ⊥Table 1: Satis�ability riteria in 3-valued LTL.
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Thank You
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